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Product Application Diagram

General Application Notes

ZyXEL Enterprise Network Center (ENC) is a Centralized Network Management tool for supporting ZyXEL

Ethernet switches and Enterprise WLAN access points.

ENC allows multiple network administrators to monitor and manage up to 1000 (A) ZyXEL Enterprise
Ethernet switches and Enterprise access points. The administrator can perform management through
the ENC server (B) itself or through another computer (C).
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Product Operation Scenario

This chapter provides some examples of using the Web Configuration to set up the common

Administrator scenarios.

Flexibility to manage un-specific products

Although ZyXEL ENC is designed for ZyXEL Ethernet Switch and Enterprise WLAN access point
management purposes, administrators can use ENC to manage other manufacturer’s products which
support SNMP MIB as well. This will let administrators manage all their devices via a single tool to

simplify the operation.

We use the ZyXEL IES-1248-51V to demonstrate how administrators can manage network devices.

1. First, please prepare the IES-1248-51V private MIB file. Then go to Tools > MIB Loader page. Click
Load to select the MIB file to be imported.

ZyXEl. ENC 1.0

Configuration v Events » Tool v Report v Application Maintenance v

ECTEY = r-c'> 15 Looier > Use Loaded s
[i] Q ‘ Go User Loaded MIBs Default MIBs

E @ Root Subnet
=4 10.52.0.0 @;_-- oad

-f:\. 10,59.1.0 I- I# File Hame Module Name
] 10.59.1.63 4D Page [l of0 s w1 [10 <]
B 10,59.1.67 D)

4
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2. When the file is loaded, the administrator can manage the available private MIB files on Tool > MIB
Loader > User Loaded MIBs page. System default MIB files are listed at Tool > MIB Loader > Default
MiBs.

WWelcome root | Logout WP Message Center P Help
Zyx EL cric 1o

Configuration w Events w Application v Maintenance w

] - oot > i onder > Unr Londed i

= e Root Subnet

- E £ 10.59.0.0 [Froad [Bunload
— (I
= - 42% 10.59.1.0 = File Hame Module Name
S—
; 10.59.1.63 ‘B 2yxel-IES 1248-5 1V.mib Z¥XEL-TES 1243-51V-MIB
“fgll 10.59.1.67 ‘D view 1-1of1
< | »]

Device View
Group View

Eg Group Root{3)

3. After importing the private MIB file, the administrator can use the MIB Browser to check the related
MIB information. Please right click the managed device and click Configuration > MIB Browser.

Logout @ Message Center 2 Help

e root

ZyXEl. ENC 1.0

Configuration v Application + Maintenance v

v JCEe—
Y

= e Root Subnet

F 428 10.59.0.0
- 424 10,59.1.0 General

d 10.59.1.63 %0 Display Name: Ey¥EL_1248-51v  * Status:
d10.59.1.67 S Device Type: [others -] Discovered Date: 2010-05-10 15:07:11
10.59.1.20%) Device Madel: [None +] Last Update: 2010-05-10 15:08:27
10.59.1.30%) IP Address: [0.59.1.250 = Firmware Version: No such object.No such object
- 10.52.1500 1 Login Username: pdmin Available TCP Ports:
=G| ZyXEL_1248-51V { l Login Password: qu—
Mote: l3] |

MIB Browser

Device Web GUI

4 I Cut Device

Script Distribution

) IES-1248-51V ObjectID: 1.3.6.1.4.1.890.1.5.11. 17
Ellisl D Delete Configuration Backup 0 days 03 hrs 16 mins Contact:
= Configuration Update ras Location:
10

Firmware Upgrade

Apply |

By Router /Gateway(2)

All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyXEL ENC Support Notes

4. The MIB Browser allows you to access device attributes through the interpretation in an MIB file. For
example, the MIB file: IES-1248-51V contains the following description:

zyxel OBJECT IDENTIFIER ::={ enterprises 890 }
products OBJECT IDENTIFIER ::={ zyxel 1 }
accessSwitch  OBJECT IDENTIFIER ::={ products 5 }
aesSeries OBJECT IDENTIFIER ::={ accessSwitch 11}

ies1248 51v. MODULE=IDENTITY

DESCRIPTION “IES-1248-51V (3.53(ARY.0)) MIB” ::={ aesSeries 17 }

Administrators can access the attributes through a path in the MIB tree as shown below.

ZyXEL ENC 1.0

Configuration v Events » Report v Application v Maintenance
1l Q Custom Table Table view [l Graph view

=@ Root subnet - |5 jes1248-73 x| -
E.’:‘. 10.55.0.0 - |5 aam1212-51 Version: vl
- £ 105010 - |2 aam1212-53 ::3&;;: Port Number: fsr
el 10.59.1.63 “0 |51 jes1248-51 s T
B 10.55.1.57 %D -1 ies1248-53 ObjectD: [1.3.6.1.4.1.890,1.5.11.17 Get
[ alciz24-51 Obect [ peenee —
- 5 alc1224-53 Type: '
/5.-5 ie51245-51v :I:;eﬁﬁons: |10 Non Repeaters: E

-l ZyXEL_1248-51V Q alarmeonf Description: ;I

: Q diagnostic ] LI

‘ I Q multicast
......... ) port 10.59.1.250: [1.3.6.1.4.1.890.1.5.11.17]
@ profile 5 Get [JGetNext [ZGetBuk J9Set .5 Clear
El|i=i Device Root(40) @ switch
E@ Host(28) @ oye # MName/0ID Value
Eu:-la Switch{4) Q trap
; Firewall(3) Q statistics
L Others(3) Q clear
EL&L Router [Gateway(2) Q vaip /
cls B
P B
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5. After clicking an attribute in the MIB tree, the corresponding information will be listed on right side

automatically. The Get and Set commands can be used to obtain or change attribute values. For

more detailed usage instructions, please refer to the MIB Browser chapter of the User Guide.

ZyXEL ENC 1.0

Configuration v

B
= e Root Subnet
224 10.59.0.0

n

- 4% 10.59.1.0
¥ 10.55.1.63
4 10.55.1.67 %0
10,59.1.20
10,59.1.30
10,59, 1.50

=C) ZyXEL_1248-51V

El iz Device Root{40)
E = Host{28)
E i Switch(4)
: Firewall(3)
L Others(3)
E - Router [Gateway(Z2)

Custom Table

Report v

ome root | Logout

Application v Maintenance v

WP Message Center ¢

Table view [l Graph view
2 aamiz12-51 -] -
: |:D aam1212-53 Version: v =
I Host IP -
H ies1248-51 : &
|: Address: Port Mumber: |_._ {2)
[ jes1248-53 - o —
If s
: 1) alc1224-51 ObjectD: [1.3.5.1.4.1.890.1.5.11.17.7.4. 1.0 =
-2 alc1224-53 A -
: CCess:
Bl ies1248-51v Type:
: Max
@ S Repetitions: |1[] Non Repeaters: E
Q diagnostic Description: Default bandwidth requirement for a multicast channel. d
EI@ multicast j
|:@ igmpEnable
BE) meastBandwidth 10.59.1.250: [1.3.6.1.4.1.890.1.5.11.17.7.4.1.0]
izt [GGet [FGetMext [ZGetBuk J¥Set & Clear
,'__ Sot]
Name/OID value (3
“ 1 (3)
1 1.3.6.1.4.1.890.1.5.11.17.7.4. 1.0 512
E‘@ igmpCount
@ mvlan l;l
|
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Group Firmware Upgrade

The ENC allows administrators to upgrade firmware of multiple devices simultaneously, cutting down on
the required configuration and management time. Advanced management allows administrators to
organize multiple devices into groups and then apply the update to whole groups at once. Below are the

steps necessary to realize this goal.

1. Click Tool > Device Group. Click Add to display a pop-up dialog and then enter the name (e.g.
“ZyXEL_Switch”) and description of the device group.

2. Click Add on the Device List section to select the devices which will be managed by this group.

Add Device Group

Device Group

Group Name Ey!{EL_Swih:h =

N
Description
=

Device List

(&) Add

Device Name Device Model Device IP

1 G5-4024 G5-4024 10.59.1.199
2 ES-3124PWR ES-3124PWR 10.59.1.50

All contents copyright (c) 2010 ZyXEL Communications Corporation.



ZyXEL ZyXEL ENC Support Notes

3. After saving the settings a new device group will appear. The details of the configured group will

be shown in Group View.

Welcome root @@ Message Cente

Logout

ZyXEL ENC 1.0

Configuration ~

Report Application v Maintenance

o EEe—m—
S
Root Subnet @add [HEedt W Remove

Es-3129PwR. S =
Group Name Total Device Description
G5-4024 # = =

f 1 ZyXEL_Switch 2 )

#'] Group Root(D)
ZyXEL_Switch(2)
Es-312PWR B
G5-4024

4. Before dispatching the firmware file to devices, the administrator might need to check the device
firmware version first. This can be done easily by sending a script to the configured group. Click

Configuration > Script Distribution for this function.

e root | Logout WP Message Cente

ZyXEl. EMNC 1.0

Configuration v Report v Application Maintenance v

» Firmware Upgrade

Group Name Total Device Description

M ZyXEL_Switch 2

ZyXEL_Switch(2)
ES-3129PWR 4
G5-4024
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5. Click Add to pop-up an edit dialog. Here, enter a name (e.g. “show_version”) for the script rule and

an interval value (5) for the pause between performing the command on individual devices.

Add Script Distribution

General Setting

Mame Ehnw_versinn =
nterval |5 * 2~60 seconds

@add W Remove

- & Device Name

Commands

6. Click Add on the Device List section to select the affected devices. Since we have already configured

a device group, we can select the whole group to simplify management.

Add Script Distributinn
& Zy¥EL EMC - Windows Internet Explarer

General
| Select Devices

MName y
SelectBy © OTV {7 Device View w
Interval
Device | m:‘ i
evice Device Root

@Add = E:I ZyXEL_Switch

g"@ﬂES-3 124PWR

r & k E'"@“GS—4D24

10
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7. Enter the command (“show version” in this example) into the Commands field and select the
execution schedule time.

Add Script Distribution

1P Address Model Name

10.59.1.199 G5-4024
ES-3124PWR. 10.59.1.50 ES-3124PWR

Commands

how version

Schedule Time

(¢ Send Mow
Schedule Time 2010-08-02 |15 - o'dock

8. Click Ok, and the script will dispatch to the group of devices and execute on scheduled time. Once
the task starts, its status will show as “Running”.

zyXE '- EMNC 1.0O Welcome root | Logout

Configuration v Events Report v Application v Maintenance »

Q Script Distribution

= Root Subnet Device Mame: I Searchl
e Es-312900R. B ©Add [Jcdt Wremove  [€lViewlog
G5-4024
I Status Name Device Amount Start Time End Time
T 1 Running show_version 2 2010-08-02 17:06:40 MfA )
S— S—
Page |1 of 1 10 - Wiew 1-1of 1

< | ]

ZyXEL_Switch(2)
ES-3129PWR 40
G5-4024

1
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9. When the task finishes, the status will change to “Success” and the finishing time will be recorded.

ome root | Logout

ZyXEL ENC 1.0

Configuration v Events v Report v Application v Maintenance v

L Configuration > Script Distribution

Script Distribution
Device Mame: | Searchl
ES-3124PWR 40 @Add [AEdt WRemove [ Viewlog
G5-4024
r Status Name Device Amount Start Time End Time
1 Success show_version 2 2010-08-02 17:06:40 2010-03-02 17:0 ?:Da
Fage |1 of 1 10 - View 1-1of1

ZyXEL_Switch(2)
E5-3124PWR 40
G5-4024

10. To check the result, the administrator does not need to log into the individual devices; a complete
log of the script execution will be available under the View Log button.

ZyXEL ENC 1.0

Configuration v Application v Maintenance v
_ L Configuration > Script Distribution
ml Go Script Distribution
B ‘ Foot Subnet Device Name: I— Searchl
- I = s ® Oadd et T Remove
r = Status Name Device Amount Start Time End Time
W 1 Success show_version 2 2010-08-02 17:06:40 2010-08-02 17:07:06
Page 1 of 1 10~ View 1-1of 1
< |

ZyXEL_Switch(2)
Es-3129PwR D
G5-4024 ‘D
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11. The log contains complete results of the script execution and shows the ZyXEL switch ES-3124PWR is
running with an old firmware image. Thus the administrator can use the Firmware Upgrade feature

to upgrade the firmware remotely.

————————————————— z5-4024( 10.59%.1.12% } started——"———————————— —
U=ser name: admin

Password: * %%
Copvright (c) 15924 - 2008 ZvHEL Communication=s Corp.
G5-4024% show version

Current ZyMOS5 wversion: V3.80(LL.4)20081017 | 10/17/2008
G5-4024%

————————————————— 55-4024( 10.59.1.199%9 ) finished———————————————

User name: admin

Fassword: * &%
- - . =

5-3124PWER# show wversion
( Current ZyH0O5 version: VI.80(TY.1) | 5/15/2008
L e
= i = vI

12. Click Configuration > Firmware Upgrade to launch the function.

Logout WP Message C

felcome root

ZyXEl. ENC 1.0

Configuration Report + Application v Maintenance v

= Script Distribution

I Searchl

@Add [AEdit WRemove (€ View L
r # Status Name Device Amount Start Time End Time
T 1 Success show_version 2 2010-03-02 17:06:40 2010-08-02 17:07:08
Page I of1 10 - View 1-10of 1

Zy¥EL_Switch(2)
Es-3129pwR
Gs-4024 i
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13. First, select a firmware file by clicking Add in Configuration > Firmware Upgrade > Firmware List.

14. Enter the file path, device model, firmware version and description of the file.

Add Firmware

Firmware File Path and Name
Device Model

Firmware Version

t: Ywork\380TY 2C0.bin

|E5-3129PWiR.

|3. 80.TY2.C0 =

Firmware version 3.80.TY2.C0 for ZyXEL ES-
3124PWR

Description

15. After clicking OK, the new firmware will be listed in the available firmware pool.

ZyXEL ENC 1.0

Configuration v Events v Report v Application v Maintenance v

_ LI Configuration > Firmware Upgrade > Firmware List
=]

Root Subnet
Firmware List

ES-3124PWR 40
GS-4024 4D Device Model: Al -

Firmware Version: IAII - l Searchl

@add Tl remove

r & Device Model Firmware Version Description

Fi ion 3,30.TY2.CO for ZyXEL E
G R N irmware version 3.80.TY2, r Zy? %-)
1 ES-3124PWR 3.80.TY2.CO 3124PVWR
— S—
Page i  of1l 10 - View 1-1of 1

< |

ZyXEL_Switch(2)
E5-3129PWR 40
G5-4024 0
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16. The second step is to schedule the time to perform the firmware upgrade process. Click
Configuration > Firmware Upgrade > Schedule List and click Add.

ZyXEl. EMNC 1.0

Configuration v Events v Application v Maintenance v

_ L Configuration > Firmware Upgrade > Schedule List
| Q Firmware List W

Root Subnet

Schedule List
Es-3124PWR S0
Gs-024 O Device Name: | Seard’1|
ll () Add "_Qj Edit W Remove
r # Status Update Time o Device Model Firmware Version Total Device Description Admin
Page |1 of 0 s = |1o = l Mo records to view

<] | ]

ZyXEL_Switch(2)
ES-3129PWR 4D
Gs-4024 4y

17. The first dialog lets the administrator select the model name that needs the firmware upgrade.

Select Device Model

Please Select Device Model
—————————————

Device Model: E5—3124PWR -
]

ES-3129PWR.
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18. The second dialog will list all available firmware for this model, allowing the administrator to select

the right image to perform the firmware upgrade.

Select Firmware
Firmware List

& Device Model Firmware Version Description

—
» Firmware version 3.80.TY2.C0 for ZyXEL
(1 ES-3124PWR 3.80.TY2.C0 s, 2 ’

Page [t of 1 View 1-1of 1

19. In the third dialog the Administrator needs to select the device he wishes to upgrade to the selected

firmware version.

Firmware Upgrade

Fi & Zy¥EL ENC - Windows Internet Explarer

Select Devices

SelectBy © OTV ™ DeviceView ¢ Group View rscription
EEQ jon 3.80.TY2.C0 for ZyXEL E
Device Root

= _Edus vitch

A ""EhﬂES-B 124PWR
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20. When the firmware file and target devices are ready, the administrator needs to configure the
execution time in the Update Time section. If Upgrade Now is selected, the firmware will be
dispatched to devices immediately after clicking OK.

Firmware Upgrade

Firmware Upgrade

Firmware List

Device Model Firmware Version Firmware Description

=
Firmware version 3.80.TY 2.C0 for £yXEL
—3124PW) T
<ES 3129PWR 3.80.TY2.C0 e f >

Device Information

Device Model : ES-3124PWR
&) Add
# Device Name Current Firmware Version

1 E5-3129PWR

Update Time

( l';hU|:n_:|rat:|e Mow >

" Scheduled Time |

Description

21. When the task is finished, the status will show “Success”. The Administrator can run the firmware
version script again to verify the device firmware has been successfully upgraded.
PS.: When upgrading ZyXEL switches, we need to reboot the devices to finish the firmware upgrade
process.

Copvright (c) 1294 - 2010 ZyXEL Communications Corp.

rS—3173PWEF Snow version
Current ZyNO5 wersion: V3.80(IY.2) | &/22/2010

(=S -3124PWEF
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