0

s
|

Q
=
=
o)
>
(Vp)
)
C
Q
-
-}
(@)
(@)
O
Q
e
)
Q
o
>
=,

(Vp)
Q
)
O
zZ
s
S
O
Q.
Q.
>
V)

2/1/2012




ZyXEL — ZyWALL USG Support Notes

Scenario 1 - Reserving Highest Bandwidth
Management Priority for VolP Traffic

1.1 Application scenario

In an enterprise network, there are various types of traffic. But most of the company's
Internet bandwidth is limited. All traffic will contend for it and may result in some
important traffic, for example, VolP traffic getting slow or even starved. Therefore,
intelligent bandwidth management for improved productivity becomes a matter of high
concern for network administrators. A ZyWALL USG provides Bandwidth Management
(BWM) function to effectively manage bandwidth according to different flexible criteria.
VolP traffic is quite sensitive to delay and jitter. Therefore, in an enterprise environment,
VolP traffic should usually be awarded the highest priority over all other types of traffic.

Internet

o
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Network conditions:
USG:

Data LAN: 192.168.1.0/24
VolP LAN: 192.168.2.0/24

Goals to achieve:

1) The priority of VolP traffic is the highest and without any bandwidth restriction.
2) Restrict FTP download/upload bandwidth to 1000/500 kbps and set priority of FTP traffic to 4

for all users.

USG configuration:

Step 1: Configuration > ALG > check “Enable SIP ALG” function and “Enable SIP

transformations”.

CONFIGURATION ALG

¥ Quick Setup

SIP Settings

Enable SIP ALG
Enable SIP Transformations

v

SIP Media Inactivity Timeout : 120 | (seconds)
SIP Signaling Inactivity Timeout : 1800 (seconds)
SIP Signaling Port : © Add w
# Port »
1 5060

Step 2: Configuration > BWM > check “Enable BWM” and “Enable Highest Bandwidth

priority for SIP Traffic”.

CONFIGURATION BWM

T¥ Quick Setup
BWHM Global Setting

Enable BWM
Enable Highest Bandwidth Priority for SIP Traffic ()

Configuration

©add [ | g oM
Status Priority Description | User Schedule  Incoming Inte.. | Outgoing Inte..  Source
default any none any any any
{ |Page (1 |of1| k ki | Show|50 | items

Step 3: Configuration > BWM > Select the “Add”

Destination  DSCP .. | Senice BWM I/Pri/QubPri | DSCP Marking
any any Objany nof7mor7 presenveipre

Displaying 1 -1 of 1

(1) Select the “WAN trunk interface” in incoming and outgoing interface

(2) And service object select the “FTP”.
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(3) Limit the inbound traffic to 1000Kbps and Outbound to 500Kbps and set all
of the - priority levels to 4.

) Add Policy. 2%
(5)Create new Object~
Criteria i
User: any >
Schedule: none >
Incoming Interface: SYSTEM_DEFAULT_WAN | v M
Outgoing Interface: SYSTEM_DEFAULT_WAN | v
Source: any v
Destnation: any v
DSCP Code: any v
Service Type: @ Service Object © App Patrol Service
Service Object: FTP v L
DSCP Marking
DSCP Marking Inbound Marking: | preserve v
Outbound Marking: | preserve |-
Bandwidth Shaping
Guaranteed Bandwidth Inbound: | 1000 | Kbps (0 Priorty: 4
disabled) wMaximum: | g kbps i
Maximize Bandwidth Usage
Outbound: | 500 | kbps(0: Priorty: 4
diszbled) Maximum: | 0 kbps -

G

https://192.168.1.1/ext-js/web-pages/index/index htm#
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Scenario 2 - Assign IPv6 to your LAN to access
remote IPv6 network

2.1 Application scenario

Nowadays, more and more Internet service providers provide IPv6 environment. With
IPv6 feature enabled on ZyWALL USG, it can assign an IPv6 address to clients under it
and pass IPv6 traffic through IPv4 environment to access a remote IPv6 network.

) Static
6to4 tunneling 59.124.163.155

LD

6tod relay router
192.88.99.1

Static PPPoE v4
61.222.9.5

2.2 6to4 IP translation introduction

Network conditions:

USG:

WAN1: 61.222.9.5(Static PPPoE v4)
Or

WAN1:59.124.163.155(Static)

Goal to achieve:

A ZyWALL USG will assign IPv6 IP addresses to the clients which are behind it, and the
clients can access a remote IPv6 network by using the ZyWALL USG 6to4 tunnel.
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USG configuration
Step 1: Configuration > System > IPv6 > Click Enable IPv6

CONFIGURATION Pv6

'T¥ Quick Setup

Global Setting

Enable Pve

# Log & Report

Step 2: Setting the static IP on WAN1

(1) Configuration > Interface > Ethernet > Double Click WAN1 interface and
configure with static IP address 59.124.163.155.

CONFIGURATION PortRole || Ethernet || PPP Cellufar Tunnel VLAN Bridge Trunk
"% Quick Setup
Configuration
| rk . N =
N orscol R . * -
- Routing #  Status Name IP Address Mask
1 I Q wan1 STATIC —59.124.163.155 255 255 255224 I
2 Q wan2 DHCP —-0.000 0000
3 Q lan1 STATIC — 19216811 2552552550
4 o] lan2 STATIC — 192.168.2.1 255.255.255.0
5 o] dmz STATIC — 192.168.3.1 255.255.2585.0
Page |1 |ofl1| » k| | Show| 50 | items Displaying 1 - 5 of 5
1Pv6 Configuration
J D =}
# Status Name IP Address
1 7] wan1
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Step 3: Setting IPv6 IP address on LAN1

(1) Configuration > Interface > Ethernet > double click LAN1 interface in IPv6
configuration.
IPv6 View * [ Show Advanced Settings (=) Create new Object

General Settings

Enable Interface

General IPv6 Setting
Enable IPvG

Interface Properties

m

Interface Type: internal

Interface Mame: lan1

Port: P3, P4

Zone: LANT

MAC Address: 50:67:F0:5C:AE:45

Description: (Optional)
IPv6 Address Assignment

(2) Convert WAN1 IP address to hexadecimal
Check Enable Stateless Address Auto-configuration(SLAAC) box and enter
2002:3b7c:a39b::/64 in the prefix table.

(3) Check IPv6 Router Advertisement Setting box and add the prefix in the
Advertised Prefix Table.

IPv6 View = [EE Show Advanced Settings (5] Create new Object
MAC Address: 50:67:F0:53C:AE:45 -

Description: (Optional)

IPv6 Address Assignment

Enable Stateless Address Auto-configuration (SLAAC)
Link-Local Address: fe80::5267:f0ff:fa5Ci2e45/64

IPv6 Address/Prefix Length: 2002:3b7c:a30b::/64 | (Optional)

DHCPv6 Setting

DHCPvG: NfA =

IPv6 Router Advertisement Setting

Enable Router Advertisement
Router Preference: Medium N
Advertised Prefix Table

& Add I L
# |PvE Address/Prefix Length + i
|1 2002:307ca300:64 |
Page |1 |of1l Show| 50 | w items Displaying 1 - 1 of 1
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Step 4: Enable 6 to 4 tunnel.

(1) Configuration > Interface > Tunnel > Click Add button

CONFIGURATION Port Role I Ethemet ] PPP ] Cellular VLAN I Bridge I Trunk _

'T¥ Quick Setup

Configuration
& Add i
#  Staus | Name | IP Address Tunnel Mode Wy Address Remote Gateway Address
Page [1 |of1 Shaw| 50 |+ tems Mo data to display

inding

Inbound LB
- Auth. Po

(2) Select the 6to4 in that Tunnel Mode
(3) Check the Prefix in the 6tp4 tunnel Parameter
(4) Select the WAN1 interface as the gateway in the Gateway Setting

Show Advanced Settings

»

General Settings

Enable

Interface Properties

Interface Name: tunneld
Zone: TUNNEL ~ 8
ITunneI Mode: 6to4 v I
IPv6e Address Assignment 1
IPv6E Address/Prefix Length: (Optional)
Metric: ] (0-15)

6to4 Tunnel Parameter

6to4 Prefic 2002:/64

Relay Router: 192.88.99.1 (Optional)
Q NOTE: traffic destinated to the non-6to4 prefix domain tunnels to the relay router

Gateway Settings
My Address
I@' Interface wanl v | Static - 59.124.163.155/255.255.255.224 I

After these configuration steps, connect your computer to the device and check that
your computer received an IPv6 IP address from tunnel.
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Scenario 3 — DNS Inbound Load Balance

3.1 Application scenario

As an enterprise network gateway, the ZyWALL USG often has more than one WAN
connection to share the network traffic. With DNS inbound load balance feature, the
ZyWALL USG can reply with its other WAN IP to client according to network
administrator’s demand. Therefore, clients can visit the server behind ZyWALL USG
smoothly via different connections.

Authoritative DNS for zyxel.com.tw | ———M—
wWwWw NS wanl
www NS wan2 T

2
wanl A wanl_IP_address _—
wan2 A wan2_|P_address DNS server \ ‘ '
: 3

CIienffDNSf server

Server

Clients from Internet

Clients send DNS query for www.zyxel.com.tw to the client DNS server.

The client DNS server asks the query to DNS server.

DNS server reply to client DNS server to ask WAN1 IP for www.zyxel.com
Client DNS server reply to clients to ask WAN1 IP for www.zyel.com

Clients ask www.zyxel.com.tw to WAN1 IP of USG.

USG replies with WAN1 or WAN2 IP based on different balancing algorithm.
Clients access web page to WAN1 or WAN2.

No vk~ wbhe
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Network condition:

USG: Global DNS server:

- WAN11IP:59.124.163.150 - Leave DNS forward record for

- WAN2 IP: 59.124.163.135 zyxel.com.tw to WAN1

Web Server behind USG:

- WAN1 downstream bandwidth: 50M
- WAN2 downstream bandwidth: 10M - 1P:192.168.1.33

Goals to achieve:

To balance traffic loading from Internet to WAN interfaces by using DNS inbound load
balancing feature based on WRR algorithm.

Step 1: Set up the Authoritative DNS for zyxel.com.tw on DNS Global Server.

a. Set up the zone file for entry
(a) www.zyxel.com.tw NS WAN1
(b) www.zyxel.com.tw NS WAN2
b. Set up the IP address for wan1 and wan2
(a) WAN1 A 59.124.163.150
(b) WAN2 A 59.124.163.135

Step 2: Go to Configuration -> Network -> Interface -> Ethernet. Configure WAN IP
address.
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./ Edit Ethernet 7%
| (1]} Show Advanced Settings |
-
General Settings
[V Enable Interface
Interface Properties
Interface Type: external > B =
Interface Name: ge3
Port: P3
Zone: WAN ~ O3 3
MAC Address: 00:19:CB:11:5C:3C
Description: (Optional)
IP Address Assignment \
() Get Automatically 0.0.0.0
@ Use Fixed IP Address
IP Address: 59.124.163.150
Subnet Mask: 255,255,255.224
\ Gateway: 59.124.163.129 (Optional) j
Metric: 0 (0-15) o
< m |
[ o J[ concel |
. Edit Ethernet X
(1] show Advanced Settings
~
General Settings I
[¥] Enable Interface
Interface Properties
Interface Type: external v Ej
Interface Name: ge4 [
Port: P4
Zone: WAN v+ B
MAC Address: 00:19:CB:11:5C:3D i
Description: (Optional)
(ﬁ‘ Address Assignment
() Get Automatically \

@ Use Fixed IP Address

IP Address:

Subnet Mask:

\‘ Gateway:

59.124.163.135
255.255.255.224

59.124.163.129

Interface Parameters

o T0-15)
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Step 3. Go to Configuration -> Network -> DNS Inbound LB, and add DNS Load Balancing

a. Edit the Query Domain Name that is needed, and choose the Load Balancing
Algorithm “Weighted Round Robin”.

-2 Edit DNS Load Balancing

~|Create new Object »

General Setting

| Enable

DNS Settings

Query Domain Name: www.zyxel.com.tw

Time to Live: 0 (0-604800 seconds, 0 is unchanged)

Query From Settings

IP Address: any v

m

Zone: any v

Load Balancing Member

Load Balancing Algorithm: Weighted Round Robin v

Failover IP Address: 0.0.0.0 (Optional)

b. Add load DNS Load Balancing member

+ ] Edit Load Balancing Member 2%

Load Balancing Member

Member: 1
Monitor Interface: ge3 ¥ Static - 59.124.163.150/255.255.255. 224
Weight: 1 (1-10)
IP Address
(@ Same as Monitor Interface 59.124,1563.150
) Custom

OK l [ Cancel

All contents copyright (c) 2012 ZyXEL Communication Corporation



ZyXEL — ZyWALL USG Support Notes

g) Edit Load Balancing Member

Load Balancing Member

Member: 2
Monitor Interface: ged w  Static —- 59,124,163, 135/255.255.255.224
Weight: 1 (1-10)
IP Address
@ Same as Monitor Interface 59.124.163.135
) Custom 59.124.163.13
OK J [ Cancel J
c. Enable DNS Load Balancing.
CONFIGURATION DAS Load Balancing
Global Setting
[¥] Enable DNS Load Balanding
Configuration
Qadd [Feot | #
Status  Priorty  Cuery Domain Name Query From Address  Query From Zone Load Balancing Member Algorthm
1 wWww.Zyxelcomtw any any aged aged Wieighted Round Robin

+ Frrewal

Page 1 of1 Show |50 | v items

Displaying 1- 1of 1

Step 4. Go to Configuration -> Network -> NAT. Configure the Virtual Server to forward

the traffic from WAN to DNS Server.

a.

Add a NAT rule for WAN1.
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. Edit NAT rdl b
=] Create new Object
General Settings
[¥] Enable Rule
Rule Name: MAT_WAN1
Port Mapping Type
Classification: @ Virtual Server ( 1:1 NAT ( Many 1:1 NAT
Mapping Rule 3
Incoming Interface: wanl v
Original IP: User Defined N
User-Defined Original IP: 59.124.163.150 (IP Address)
Mapped IF: User Defined v
User-Defined Mapped IF: 192.168.1.33 (IP Address)
Port Mapping Type: Port hd
Protocol Type: any v
Original Port: 80
Mapped Port: 80
[ OK J [ Cancel J
b. Add a NAT rule for WAN2.
. Edit NAT rdl b
=] Create new Objectw
General Settings
[¥] Enable Rule
Rule Mame: MNAT_WAN2
Port Mapping Type
Classification: @ Virtual Server 1:1 NAT Many 1:1 NAT
Mapping Rule 3
Incoming Interface: wan e
Original IP: User Defined o
User-Defined Original IP: 59.124.163.135 (IP Address)
Mapped IF: User Defined w
User-Defined Mapped IP: 192.168.1.33 (IP Address)
Port Mapping Type: Port hd
Protocol Type: any w
Original Port: a0
Mapped Port: a0
[ OK J [ Cancel J
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C.

Make sure all NAT rules have been added.

NAT

HTTP Redirect
ALG

IP/MAC Binding
DNS Inbound LB

Configuration

Note:
If you want to configure SNAT, please go to Policy Route.

Onadd (A=t @ @ @

# Status  Name Mapping Type Interface
1 \_,] NAT_WAN1 Virtual Server awani
2 @ NAT WANZ Virual Sever  awan?

[ 4 Page1 oft| [ P |Show gy v items

ZyXEL — ZyWALL USG Support Notes

Original IP Mapped IP Protocol Original Port Mapped Port
59124 163.150 192 168.1.33 any 80 80
59124163135  192168.1.33 any 80 80

Displaying 1- 2 of 2
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Scenario 4 — Dialing up L2TP VPN connection to USG
by using iOS/Android mobile device

4.1 Application scenario

Smart phones become increasingly popular with consumers. Though it brings us much
more convenience, but also brings security concerns. A ZyWALL USG is compatible with
iOS/Android mobile devices to establish L2TP VPN connection, provide secure and
private mobile data transferring no matter if your mobile devices is behind NAT. In the
following diagram, outside employees who need to visit an internal website in Intranet,
can just dial up an L2TP VPN to ZyWALL USG and access the needed internal resource.

[T -~ 2 / £ 9
) o
P TRIR L f(\ 3G base Smart phone

Vi Internet ) with public IP

Webbased Application Server  Remote Network i B
|
{
{
} ‘)
J

Broadband gateway

Smart phone
behind NAT
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4.2 Configuration Guide

Network conditions:

USG: i0S/Android mobile device:
- WAN1IP:59.124.163.155 - 1P:118.169.105.67(3G mobile network)
- Local subnet: 192.168.1.0/24 - IP:192.168.1.33(Behind NAT device)

- L2TP po0l:192.168.100.0/24
- Intranet website: http://info.zyxel.com

IPSec VPN conditions:

Phase 1: Phase 2:

- Authentication: 12345678 - Encapsulation Mode: Transport mode
- Local/Peer IP: WAN1/0.0.0.0 - Active protocol: ESP

- Negotiation: Main mode - Encryption algorithm: 3DES/3DES/DES
- Encryption algorithm: 3DES/3DES/DES - Authentication algorithm:

- Authentication algorithm: SHA1/MD5/SHA1

SHA1/MD5/SHA1 - Perfect Forward Secrecy: none
- Key group: DH2

Goals to achieve:
Build up an L2TP over IPSec VPN tunnel for mobile users to access Intranet website.

USG configuration

Step 1: Click Configuration > VPN > IPSec VPN > VPN Gateway to visit VPN gateway

conflguratlon screen
CONFIGURATION VPN Connection I VPN Gateway I Concen trator I Configuration Provisioning _

T¥ Quick Setup

Configuration

@ Add . i
# Status Name My Address Secure Gateway VPN Connection

@ Default_L2TP_WPN_GW awan 0.0.0.0, 0.0.0.0 Default_L2TP_VPN_GConnect.
2 @ 12tp_gateway awan1 0.0.0.0, 0.0.0.0

Page |1 |of1 Show|50 |+ |items Displaying 1 - 2 of 2
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Step 2: Click the “Add” button to add a VPN gateway rule.

Step 3: Fill in the needed VPN gateway configuration.

) Add VPN Gateway
= Hide Advanced Settings

General Settings

Enable
VPN Gateway Mame: |2tp_gateway

Gateway Settings

My Address

@ Interface WAN1 v | Static -- 59.124.163.155/255.255.255.224

©) Domain Name | TP
Peer Gateway Address
(©) Static Address

[ Fall back to Primary Peer Gateway when possible

@ Dynamic Address

Authentication
@ Pre-Shared Key 12345678
O Certificate
Local ID Type: P -
Content: 0.0.0.0
Peer ID Type: Any w

Phase 1 Settings

(180 - 3000000 Seconds)

SA Life Time: 8o400

MNegotiation Mode: Main w7

Proposal &) Add ZZEdit Tl Remove
# Encryption = Authentication
1 "3pEs " sHA
2 "3DES "uDs

Key Group: DH2 R

NAT Traversal

Dead Peer Detection (DPD)

Extended Authentication
[] Enable Extended Authentication
@ Server Mode default v

) Client Mode
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Step 4: Click Configuration > VPN > IPSec VPN > VPN Connection to visit the

configuration screen to set phase 2 rule

CONFIGURATION VPN Connection VPN Gateway I Concentrator I Configuration Provisioning _

'I¥ Quick Setup

Global Setting

Use Policy Route to control dynamic IPSec rules
Ignore "Don't Fragment” setting in IP header [

Configuration

- HTTP Redirect G dd |2 | ~ =

- ALG #  Status Name VPN Gateway Encapsula..
1 e Default_L2TP_VP... Defaull_L2TP_VPN_GW TRANSPO..

th. Palicy 4 4 |Page(1 |of1| F kKl | Show|50 |~ |items

all

Step 5: Click the “Add” button to add a VPN connection rule.

Step 6: Fill in the needed VPN connection configuration.

Algorithm
3DES/SHAT 3DE..

Displaying 1 - 1 of 1
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3 Add VPN Connection

[=lHide Advanced Settings [iS]Create new Object~

General Settings

ZyXEL — ZyWALL USG Support Notes

Enable
Connection Mame: L2TP_VPH
[7] Enable Replay Detection

[C] Enable MetBIOS broadcast over IPSec
MSS Adjustment

Custom Size

I AUTO

VPN Gateway

Application Scenario
Site-to-site
Site-to-site with Dynamic Peer

Remote Access (Server Role)

Remote Access (Client Role)
VPN Gateway:

12tp_gateway

~ | WAN1 0.0.0.0 0.0.0.0

Manual Key
Manual Key
Policy
Local policy: WWAN1_IP ~  INTERFACE IP, 59.124.163.155
Phase 2 Setting
SA Life Time: 86400 (180 - 3000000 Seconds)
Active Protocol: ESP —
Encapsulation: Transport e
Proposal @ Add =ZEdit il Rermove
# Encryption Authentication
1 "3DEs " SHA1
3 DES SHA1
Perfect Forward Secrecy (PFS): none n
Related Settings
Zone: IPSec_VPM > 8
Connectivity Check
[C] Enable Connectivity Check [£J
=}
Inbound/Outbound traffic NAT
Outbound Traffic
[T] Source MAT
Inbound Traffic
[C] Source NAT
[7] Destination NAT
@ Add =2 i SN
# QOriginal IP Mapped IP Protocol Original Port S5t Original Port End  Mapped Port S_ Mapped Port End
Page |1 of 1 Show 50 |~ |items

No data to display
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Step 7: Click Configuration > VPN > L2TP VPN to visit L2TP VPN configuration screen

Step 8: Create a address object for L2TP users

) Create Address

MName: L2TP_Poal
Address Type: SUBMET

Network: 192.168.100.0

255.255.255.0|

[ ok

Netrmask:

Show Advanced Settings (=)Create new Object~

General Settings

Enable L2TP Qver IPSec

VPN Connection:

First WINS Server (Optional):
Second WINS Server (Optional):

Defauft_L2TP_VPH_Conm v

1P Address Pook L2TP_POOL hd

Authentication Method: default w7

Allowed User: any R

Keep Alve Timer: B0 (1-180 seconds)

First DNS Server (Optional): Custom Defined ¥ 192.168.1.1
Second DNS Server (Optional): Custom Defined v 8.8.8.8
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Android mobile client configuration

Step 1: Settings > Wireless & networks > VPN settings > Add VPN

VPN settings

Add VPN

VPNs

Step 2: Click Add L2TP/IPSec VPN, insert needed L2TP VPN settings and save

All contents copyright (c) 2012 ZyXEL Communication Corporation



Step 3: Connect to the L2TP VPN

VPN settings

Add VPN

VPNs

ZyWALL_USG

Connect to network

Step 4: Insert L2TP password

Username: (Ithuser

Password: [‘ L

| |
¥ Remember username
J

| Connect Cancel I

*ﬁ?ﬂ?ﬂ?ﬂ?ﬂ?ﬂ’d@ﬂ?ﬂ%

»'MOMMQMQ —
=172 \"_P ABC

Pﬁ*lq-_‘———

ZyXEL — ZyWALL USG Support Notes
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Step 5: Device will show connected when dial up is successful.

VPN settings

Add VPN

VPNs

ZyWALL_USG

Step 6: Visit Intranet web page
o= ,fﬁ‘

info.zyxel.com/ -

Unizyx ZyXEL s o

€« On -N
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iOS mobile client configuration

Step 1: Settings > General > Network > VPN > Add configuration and insert needed
L2TP VPN settings

Add Configuration

L2TP PPTP

Description ZyWALL USG
Server 59.124.163.155
Account 12tpuser

RSA SecurlD

Password

Secret escscccs|

Send All Traffic

Step 2: Choose the VPN and turn on

I - T
Settings @ VPN

ﬁ Airplane Mode OFF

E Wi-Fi off IVPN Tl
i ven Not Connected Choose a Configuration...

@ Notifications on Interlink p
{54 Location Services on v ZYWALL USG =
&Y carrier  Chunghwa Telecom Add VPN Configuration... .

K cellutar Data

§d Brightness & Wallpaper
Picture Frame

I} Mail, Contacts, Calendars
579 safari

{51 iPod

Video

' Photos

@ FaceTime

(el soe
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Step 3: Insert L2TP password.

Password

Step 4: Visit an Intranet web page.

ZyXEL Information Web

< @ M > & [ infozyxelcom el )

Unizyx Information Web Site
ARROABNAY
AsmRTRETNE 2
BRETREFHECR120 GOBARE  UANRSNK UL
B BRE LT ARRAS N

on 1278 akeady. You may chk the picurs on the m
il drocty

e
WARIT Jouy(s81652)

B3 EShowroom( BREE)Z U, waERLE
FAAHNNEN  ERMADKREZER  MESLH

(Ermy Chang, 488409, AR (Zon Lic,send18)
O A

#EEGrace Heu.#58120)

s

N
-~

A 91 | MAR SR
HE WG (R SRESENTH  RREHRRNRNE
HEATPOMR

RE T (ER

OB SRUANGEHA EXLE
SRS A NEHERAG - RAHGE LR (8 &1
4 BAOG

company
croate 3 wn-wn sRuason.
HLBGCIY (08 G R | MaraSlar CSR webosge

ATRGABBDEE S sorvcw excalence’ 1L
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Scenario 5 - Deploying Content Filtering to Manage
Employee Browsing Behavior

During their daily productive work for the company, working crew needs to surf the
Internet to search for information to conduct their jobs. Browsing websites that are
irrelevant to work is a waste of human resources as well as a waste of company network
resources. There’re also some unsafe websites which may contain phishing or malicious
programs. These unsafe websites should also be avoided. So the network administrator
needs to make policies to prevent these undesirable types of browsing.

,y > Phishing

9@

Gambling

aaaaaaaaa

Search Engine

5.1 Application scenario

During office hours, the employees should dedicate their time to their jobs and be
restricted from browsing websites irrelevant to their work. But the manager should be
able to access all websites without restriction at all times with the exception of unsafe
websites. At other times outside of office hours, the restrictions for employees can be
removed. The employees may access all websites except ones that pose a security
threat (unsafe).

G

- i @
Social networking

-

Video Streaming
GOU«{[L

aaaaaaaaa

UK TaRAND

Search Englne
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5.2 Configuration guide

Network conditions:
USG:

- LAN1 subnet: 192.168.1.0/24
- Manager’s 1P: 192.168.1.33

Goals to achieve:

1) The manager can access all websites at any time except security threats (unsafe).

2) During office hours, other employees should be restricted from accessing websites
that are irrelevant to their work.

3) All employees may access any websites outside of office hours except sites that pose
a security threat (unsafe).

USG configuration

Step 1: Click Configuration > Object > Address to add an address object for the
manager’s IP.

CONFIGURATION Address Address Group

'T¥ Quick Setup

IPv4 Address Configuration
© Add i
# MName - Type IPv4 Address
1 DMZ_SUBMET INTERFACE SUBMET dmz-192.168.3.0/24
2 EXT_WLAN_SUBNET INTERFACE SUBMET ext-wlan-10.59.0.0/24
3 IPBto4-Relay HOST 192.88.99.1
4 LAN1_SUBNET INTERFACE SUBMET lan1-192 168.1.0/24
5 LANZ2_SUBNET INTERFACE SUBMET lan2-192 168.2.0/24
IE Manager HOST 192.168.1.50
7 WLAN-1-1_SUBNET INTERFACE SUBMET wilan-1-1-10.59.1.0/24
Page |1 |[of1| » ki | Show|50 |+ items Displaying 1 - 7 of 7

1Pv6 Address Configuration

© Add i § )
# Name « Type IPv6 Address
Page 1 |of1| » kI | Show|50 |+ |items No data to display
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Step 2: Click Configuration > Object > Schedule to add a Recurring schedule for office

hours.
CONFIGURATION shedie
¥ Quick Setup
One Time
D Add [~ T =
- Auth. Policy o 8 =
- Firewall # MName Start Day/Time Stop Day/Time
Page |1 |of1 » ¥kl | Show 50 | |items Mo data to display
Recurring
@Add [Edt B =
# MName Start Time Stop Time
[ office_nour 08.00 17:20
Page |1 |of1  F ¥l | Show 50 v items Displaying 1 - 1 of 1

Rl Schedule
B erver
h. Method

Step 3: Click Configuration > Anti-X > Content filter > Filter Profile to add a filtering

profile.

¥ Quick Setup

Profile Management

[Orie] - w

# Filter Profile Name -
page 1 |of1| » bl | Show|50 |~ |items No data to disply

Step 4: Choose your licensed content filtering service and start its setup.

() Add Filter Profile
Commtouch Category Service | BlueCoat Category Service | Custom Service

General Settings

License Status:

License Type: Trial

|| Enable Content Filter Category Service
Action for Unsafe Web Pages: warn b

.

Action for Managed Web Pages: Block i

N P [ T P —

Step 5: Add a profile which allows users to visit all websites.
Enable Content Filter Category Service.
Set action for Security threat (Unsafe) to “Warn” and check “Log”.
Set action for Managed Web Pages to “Pass” and check “Log”.
Set action for Unrated Web Pages to “Warn” and check “Log”.

Set action When Category Server is Unavailable to “Warn” and check “Log”.
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=) Add Filter Profile ?2ix

Commitouch Category Service BlueCoat Category Service Custom Service

General Settings

License Status: Licensed
License Type: Trial
MName: alow_all_categony =
Enable Content Filter Category Service
Action for Unsafe Web Pages: Warn hd Log
Action for Managed Web Pages: Pass b Log
Action for Unrated Web Pages: warn hd Log
Action When Category Server Is Unavailable: | Warn 7 Log

Select Categories

[7] select all Categories [ Clear All Categories

Security Threat (unsafe)
Phishing Spyware/Malware Sources Spyware Effects/Privacy Concerns
Proxy Avoidance

Managed Categories

Step 6: Add a profile for employees to surf only allowed websites.
Enable Content Filter Category Service
Set action for Security threat (Unsafe) to “Warn” and check “Log”.
Set action for Managed Web Pages to “Block” and check “Log”.
Set action for Unrated Web Pages to “Warn” and check “Log”.

Set action When Category Server is Unavailable to “Warn” and check “Log”.
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) Add Filter Profile
Commtouch Category Service BlueCoat Category Service

General Settings

License Status: Licensed
License Type: Trial
MName: for_employee

Enable Content Fitter Category Service

Action for Unsafe Web Pages: Warn v
Action for Managed Web Pages: Block b
Action for Unrated Web Pages: varn 2
Action When Category Server Is Unavailable: | Warn ¥

Select Categories

[[] select Al Categories [] Clear Al Categories

Security Threat (unsafe)

Phishing Spyware/Malware Sources
Proxy Avoidance

Managed Categories

Custom Service

Adult Related

Adult/Mature Content Alternative Sexuality/Lifestyles
Intimate Apparel/Swimsuit Nudity

Open/Mixed Content Sex Education

Liability Concerns

Tlegal Drugs Tlegal/Questionable
Violence/Hate/Racism Weapons

Security Concerns

[C] Hacking [ Pay to Surf

[[] Potentially Unwanted Software

File-Transfer
Online Storage

Society/Government
[ Alternative Spirituality/Occult

[7] LeBT

[ Religion

Social Interaction
Blogs Personal Pages
Social Netwarking

Multimedia
Audio/Video Clips

TV/Video Streams

Filter.

[C] Remote Access Tools

Peer to Peer

[] Cultural/Charitable Organizations
[ milicary

[[] Socety/Lifestyle

Greeting Cards

Media Sharing

Log
Log
Log
Log

Spyware Effects/Privacy Concerns

Extreme
Pornography

Gambling

[ plceholders

[C] Suspicious

Software Downloads

[[] Government/Legal

[ Palitical/ Activist Groups

Personals/Dating

Radio/Audio Streams

Step 7: Switch to Configuration > Anti-X > Content filter > General to Enable Content
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You can edit the Denied Access Message and Redirect URL if access blocked.
CONFIGURATION General [ Fitter Profile ] Trusted Web Sites I Forbidden Web Sites _

LTSN General Settings il
@ Licensing -
& Network Enable Content Fitter
hl:h - Auth. Policy © Commeouch
~ Firewall
e @ BlueCoat
[7] Enable Content Fiter Report Service ~ Report Server [5]
Content Fitter Category Service Timeout: | 10 (1~60 Seconds)
Content Filter Port Dadd 2 n
# Paort & E
1 3128 1
2 80
3 a080
Policies
[7] Block web accass when no policy is applizd
O Add - L] J N
# Status Address Schedule User Filter Profile L4
Page (1 |of1| k Pkl | Show|50 |v items Mo data to display

Message to display when a site is blocked

Denied Access Message: The web access is restricted. Please contact with administrator.

Redirect URL:

o

Step 8: Add an access policy for all the staff outside of office hours.
Schedule: none.
Address: LAN1 subnet.

Filter Profile: allow_all_category
) Add Paolicy ? ||
=] Create new Object~

Enable Policy

Schedule: none R
Address: LAM1_SUBMET hd
Fitter Profile : :E!||DW_E|||_GtE§IDFf E|
User/Group: any kg

0K ] [ Cancel
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Step 9: Add an access policy for all the employees during office hours.
Schedule: office_hour
Address: select the address object LAN subnet.

Filter Profile: for_employee
) Add Policy = e
S Create new Object-

Enable Palicy

Schedule: office_hour b
Address: LAM1_SUBMET 2g
Filter Profile : for_employee| e
User/Group: any B2

[ oK ] [ Cancel

Step 10: Add an access policy for the manager during office hours.
Schedule: none
Address: Manager

Filter Profile: allow_all_category
. Add Policy B
iis]Create new Chject~

Enable Paolicy

Schedule: none w7
Address: Manager o
Fitter Profile : allow_all_categony ¥
User/Group: any »
oK ] [ Cancel
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Check the created policies. The USG will check them one by one, and when the manager
tries to access a website, he will trigger the first policy.

Policies

[7] Block web access when no policy is applied

| add) . | J N

# Status Address Schedule User Filter Profile

1 &) = Manager none any allow_all_category

2 @ alANT_SUBMET = office_hour any for_employee

3 @] =aLAN1_SUBMNET none any allow_all_category
Page |1 |of1 Show| 50 | |items

Displaying 1 - 3 of 3
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Scenario 6 - Deploying anti-spam to keep spam off
your network

With fraudulent, inappropriate and offensive emails being delivered in vast quantities to
adults, children and businesses every day, spam protection is an essential component of
your network's security strategy. Spam wastes network users' time and network
resources, and can be dangerous too. A ZyWALL USG includes an anti-spam feature to
keep spam off your network.

v

Mail server

__ Commtouch
Database

6.1 Anti-Spam Check flow introduction

The ZyWALL USG Anti-Spam checks if sender/mail relay IP is in White/Black list when
SMTP/POP3 session is established. If it cannot find it in White/Black list, it will ask to
Commtouch IP Reputatation server. If the IP Reputation server reports no risk, the USG
will start to scan mail’s header and content, if the header/content satisfies the
conditions defined by the user, Anti-Spam will act according to the user configuration.

Check flow contains the following steps:

Check if sender or mail relay IP address is in White List.

Check if sender or mail relay IP address is in Black List.

Check mail relay IP address on Commtouch IP Reputation server (SMTP only).
Check if mail’s header satisfies other conditions in White list.

Check if mail’s header satisfies other conditions in black list.

o vk wnNE

Scan mail content, check Virus Outbreak and check DNSBL
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6.2 Configuration guide

Network conditions:

Trusted email address: admin@zyxel.com

Goals to achieve:

Add [Spam] tag on all suspected spam mail except coming from a trusted email address.
USG configuration

Step 1: Click Configuration > Anti-X > Anti Spam > Black/White List

Step 2: Enable White List Checking and add a rule for admin@zyxel.com

p——— | e [ ] oo

General Settings

Enable White List Checking
White List X-Header: H- B (Optional)

Rule Summary

@Add (7 Edc W 2
Status | # «  Type - Content
I Q 1 e-mail admin@zyxel com I

| |Page |l |ofl1 » Pkl |Show 50 |w items Displaying 1 - 1 of 1

m v

Step 3: Switch to Configuration > Anti-X > Anti Spam > Mail Scan.
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Step 4: Enable Sender Reputation Checking, Mail Content Analysis and Virus Outbreak
Detection

T¥ Quick Setup a
Sender Reputation

I Enable Sender Reputation Checking (SMTP nnly)l

Mail Content Analysis

+ Interface

+ Routing I Enable Mail Content Analysis I
Mail Content Spam Tag: [Spam] (Optional)
Mail Content X-Header: X- : (Optional)

Virus Outbreak Detection

m

I Enable Virus Outbreak Detection I
Virus Qutbreak Tag: [Wirus] (Optional)
Virus Qutbreak X-Header: X- B (Optional}

Query Timeout Settings

SMTP: forward with tag ik

POP3: forward with tag 7

Timeout Value: 5 | (1-10 Seconds)

Timeout Tag: [Timeout] (Optional)

Timeout X-Header: X- : (Optional) L4
4 m r .

Step 5: Switch to Configuration > Anti-X > Anti Spam > General.

Step 6: Add a rule for Anti-Spam and enable it.

) Add rule EES
General Settings =

Enable Policy
Log: log ~| B3
Email Direction

From: any

KB

To: any

Protocols to Scan

SMTP POP3

Scan Options

m

Check White List

Check Black List

Check IP Reputation (SMTP only)

Check Mail Content

Check Virus Qutbreak

Check DMSBL

Actions For Spam Mail [
SMTP: forward with tag B4
POP3: forward with tag B

0K ] [ Cancel
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T¥ Quid Show Advanced Settings

= Licensing
General Settings

Routing Policy Summary
Zone -
@Add [7 i | 3 gN
Status Priority « | From To Protocol Scan Options
I @ 1 any any smtp, pop3 WL, BL, IP Reputation, Mail Content, Virus Qutbreak, DNSBL I
[4 4 |Page(1 |of1| Fk Pl | Show|50 | litems Displaying 1 - 1 of 1
License
License Status: Licensed
License Type: Trial
Expiration Date: 2012-1-18

IDP
ADP
Content Filter

oo
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Scenario 7 — One click Setup VPN connection to
headquarters

In an enterprise, employees often go on business trips around the world. They might
need to access resources inside headquarters during these trips, however, this brings
security concerns. One of the solutions is to build an IPsec VPN tunnel to achieve the
purpose, but it presents a difficulty for non-technical employees and will increase work
load for network administrators who need to assist users with setup. A ZyWALL USG
provides an EASY VPN solution with a downloadable VPN configuration file for simple
import of configuration and building of the VPN connection.

Server Farm

e

Outside clients

1. Login USG via IPSec VPN client software for authentication.
Retrieve IPSec VPN configuration profile from USG.
Double click a profile to build up the IPSec VPN tunnel and access internal
resources.
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7.2 Configuration guide

Network conditions:
USG: Outside user:

- WAN 11P:59.124.163.147 - 1P:114.16.87.56
- Local subnet: 192.168.1.0/24

IPSec VPN conditions:

Phase 1:
Phase 2:
- Authentication: 12345678
- Local/Peer IP;: WAN1/0.0.0.0 - Encapsulation Mode: Tunnel mode
- Negotiation: Main mode - Active protocol: ESP
- Encryption algorithm: DES - Encryption algorithm: DES
- Authentication algorithm: MD5 - Authentication algorithm: SHA1
- Key group: DH1 - Perfect Forward Secrecy: none

Goals to achieve:

Provide an easy way for outside users to build up an IPSec VPN tunnel by using the
ZyWALL IPSec VPN Client software for accessing internal resources.

USG configuration
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Step 1: Click Configuration > Quick setup >VPN Setup.

CONFIGURATION PortRole | Ethemet | ppP | Celubr | Tumnel | wian | wian [ pridge | Awdiay | Trunk I

'T¥ Quick Setup

Configuration

WAN WARZ OPT LAN/WLAN/DMZ
7 Quick Setup
WAN Interface VPN Setup o o
WAN Quick Setting walks For creating secure - -
you through the steps of communications between [&] @
getting your device nodes, VPN Quick Setting
connected online. provides a simplified process
to do that.
. “ . . . . . . ”
Step 2: Select “VPN settings for Configuration Provisioning”.
i VPN Setup Wizard ®
- <
VPN Setup Wizard
Wizard Type * VPN Settings *» Wizard Completed
1 2 %
Welcome
©) VPN Settings
The later steps will guide you to setup the VPN.
- Wizard Type
- WPN Settings
- Wizard Cormpleted
@ VPN Settings for Configuration Provisioning
The later steps will guide you to setup the VPN.
- Wizard Type
- WPN Settings
- Wizard Completed

Step 3: Select “Express” (or select “Advanced” to define detailed settings manually).
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VPN Setup Wizard

Wizard Type > VPN Settings * Wizard Completed
2 3
1

Please select the type of VPN policy you wish to setup.
Type of VPN policy

Express

© Advanced

[ < Back ][ Mext = ]

Step 4: Change Rule Name if needed.

37 VPN Setup Wizard

8l

VPN Setup Wizard

Wizard Type > VPN Settings » Wizard Completed
1 3
2

Express Settings

Scenario

Rule Name: WIZ_VPN_PROVISIONING |

Application Scenario: Remote Access (Server Role)

[ < Back ]|[ MNext = ]l
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Step 5: Fill in Pre-shared key and local policy.

i VPN Setup Wizard

8 g

VPN Setup Wizard

Wizard Type * VIPN Settings > Wizard Completed
1 3

2
Express Settings
Configuration
Secure Gateway: Any
Pre-Shared Key: 12345678
Local Policy (IP/Mask) / |255.255.255.0
Remote Policy (IP/Mask): Any

[ < Back [ Hext = ]

Step 6: Check if IPSec VPN configuration is correct and save the settings.

i VPN Setup Wizard [}
Wizard Type » VPN Settings > Wizard Completed -
1 3
2

Express Settings
Summary
Rule Mame: WIZ_VPN_PROVISIONING
Secure Gateway: Any
Pre-Shared Key: 12345678

Local Policy (IP/Mask): 192.168.1.0 / 255.255.255.0

Remote Policy (IP/Mask): Any

m

Configuration for Secure Gateway

## Edit this shell script according to -
## the comments before using it in the remote gateway.

## Check the peer-ip interface.

## Check the locakp interface.

## Edit the WIZ_VPN_PROWVISIOMING_LOCAL address-object.
## Then remove the following line.

PLEASE REMOVE THIS LINE

configure terminal

isakmp policy WIZ_WPN_PROVISIONING

## If this device's wanl IP is dynamic,

## consider using DDMS and changing

## the peer-ip listed here to a domain name. b
peer-ip 59.124.163.155

## Use the correct interface name in the -

m

[ < Back ]l[ Save ]
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Step 7: Click Configuration > VPN > IPSec VPN > Configuration Provisioning and enable
Configuration Provisioning

CONFIGURATION VPN Connection I VPN Gateway I Concentrator I(Jonﬁguration Provisioning _

TH Quick Setup

General Settings

| Enable Configuration Provisioning

Authentication
Client Authentication Method: default hd
Configuration
©Aadd ZEdi @ M
Sta... Priority « VPM Connection Allowed User
Page 1 |ofi| b k| | Show 50 ~ |items No data to disply

Step 8: Create a provisioning rule for any user

Configuration
[@add) =2 i | o N
Sta_. | Priority « VPN Connection Allowed User
Q 1 WIZ_VPN_PROVISIONING any
Page (1 |of1| » k| | Show 50 |v |items Displaying 1 - 1 of 1

ZyWALL IPSec VPN Client software configuration

Step 1: Execute ZyWALL IPSec VPN Client
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-
E ZyWALL IPSec VPN Client

(=] (=6 (]

Tools

Configuration

=

Save

[ J |

Apply

Global Parameters |

Lifetime (sec.)

Default
Authentication {IKE) 86400

Minimal
130

Maximal
3000000

Encryption (IPSec) 86400 180 3000000

Dead Peer Detection (DPD)

Checkinterval 30

Max. number of retries 5

Delay between retries 15

Retransmissions 2 IKE Port

¥-Auth timeout 20 MAT Port

Block non-ciphered connection

Lo | VPN Client ready

Step 2: Click Configurati

2] ZyWALL IPSec VP
Configuration || Tools 7

™ Cli

on > Get from Server

Import
Export

Get from Server

Mowve to USB Drive

Wizard...
Quit

Global Parameters

Lifetime (sec.)

Default
Authentication (IKE) 86400

Minimal
130

Maximal
3000000

Encryption (IPSec) 86400 130 3000000

Dead Peer Detection (DPD)

Checkinterval 30

Max. number of retries

Delay between retries

Miscellaneous

Retransmissions IKE Port

¥-Auth timeout 20 MAT Port

Block non-ciphered connection

(9] | VPN Client ready

| () |

Step 3: Fill in authentication information and click “Next”
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0 ™
[Z VPN Configuration Server Wizard u

Step 1: Authentication

What are the parameters of the VPN Server Connection?

You are going to download your YPM Configuration from the VPM Configuration Server.
Enter below the authentication infarmation required for the connection to the server.

Gateway Address: 59.124.163. 147 Port: 443

Authentication: ~ Login + Password -

Login:  Provision_user

Password: 1234

[(he> | [ conce

L A

Step 4: The VPN profile will be downloaded from USG if authentication is successful.

ﬁ ZyWALL IPSec VPN Client

Configuration Tools 7

e ][ mowr

|§_| VPN Configuration

-[¢] Global Parameters

-3 WIZ_VPN_PROVISIONING
e & WIZ_VPN_PROVISIONIN Configuration successful

N

Glg”™
[Z VPN Configuration Server Wizard

\ The VPN Configuration is successfully retrieved from the VPN server.

4 m 3 \

& | VPN Client ready

Step 5: Double left click on the phase 2 profile to dial up IPSec VPN tunnel.
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Configuration Tools ?

oo ) (o

=] VPN Configuration IPSec | Advanced | Scripts |

Addresses

VPN Client address o .0

\ Address type [Subnet address

Remote LAN address 192 . 168 .

Subnetmask 255 . 255 .

A I T
@ ‘ VPN Client ready

. VPN_PROVISION
Tunnel opened.

e =) B ]

v[ 9 |[ search 1059123 2P

File Edit View Tools Help

Organize v Network and Sharing Center View remote printers &= v [ @
0 | admin | music
B Libities ! Share - Share
&) Documents = T
J’ Music = ’ photo l public
[ Pictures <ot | Share -t 4 Share
¥ Videos ’ ==
video
{ Share
& Homegroup e

m

1% Computer
&, Local Disk (C:)
a Local Disk (D:)

“' Network

' | 5 items
i -
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